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Practical Hadoop Security is an excellent resource for administrators planning a production
Hadoop deployment who want to secure their Hadoop clusters. A detailed guide to the security options and
configuration within Hadoop itself, author Bhushan Lakhe takes you through a comprehensive study of how
to implement defined security within a Hadoop cluster in a hands-on way.

You will start with a detailed overview of all the security options available for Hadoop, including popular
extensions like Kerberos and OpenSSH, and then delve into a hands-on implementation of user security
(with illustrated code samples) with both in-the-box features and with security extensions implemented by
leading vendors.

No security system is complete without a monitoring and tracing facility, so Practical Hadoop Security next
steps you through audit logging and monitoring technologies for Hadoop, as well as ready to
use implementation and configuration examples--again with illustrated code samples.

The book concludes with the most important aspect of Hadoop security – encryption. Both types of
encryptions, for data in transit and data at rest, are discussed at length with leading open source projects that
integrate directly with Hadoop at no licensing cost. 

Practical Hadoop Security:

Explains importance of security, auditing and encryption within a Hadoop installation●

Describes how the leading players have incorporated these features within their Hadoop distributions and●

provided extensions
Demonstrates how to set up and use these features to your benefit and make your Hadoop installation●

secure without impacting performance or ease of use



What you’ll learn

Understand your options for implementing Hadoop user security●

Learn how to configure and set up security for your Hadoop cluster●

Set up Hadoop audit logs, Hadoop metrics, monitoring technologies and related products●

Configure and set up logging, metrics and monitoring for your Hadoop cluster●

Discover and implement encryption for data in transit and data at rest●

and much more.●

Who this book is for

Practical Hadoop Security is an excellent resource for Hadoop administrators who want to secure their
environment. IT management planning a production Hadoop environment will also find this text useful. This
book is also for students who wish to learn about Hadoop security.
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From reader reviews:

Carol Elliott:

Here thing why this kind of Practical Hadoop Security are different and trusted to be yours. First of all
reading a book is good nonetheless it depends in the content of it which is the content is as scrumptious as
food or not. Practical Hadoop Security giving you information deeper and in different ways, you can find any
book out there but there is no guide that similar with Practical Hadoop Security. It gives you thrill examining
journey, its open up your personal eyes about the thing that will happened in the world which is perhaps can
be happened around you. It is possible to bring everywhere like in recreation area, café, or even in your
method home by train. For anyone who is having difficulties in bringing the printed book maybe the form of
Practical Hadoop Security in e-book can be your option.

James Atkinson:

This Practical Hadoop Security are generally reliable for you who want to be considered a successful person,
why. The main reason of this Practical Hadoop Security can be one of the great books you must have is
giving you more than just simple looking at food but feed an individual with information that perhaps will
shock your previous knowledge. This book is definitely handy, you can bring it almost everywhere and
whenever your conditions in e-book and printed versions. Beside that this Practical Hadoop Security forcing
you to have an enormous of experience such as rich vocabulary, giving you test of critical thinking that we
all know it useful in your day task. So , let's have it and luxuriate in reading.

James Sanchez:

Practical Hadoop Security can be one of your basic books that are good idea. We all recommend that straight
away because this book has good vocabulary which could increase your knowledge in terminology, easy to
understand, bit entertaining however delivering the information. The article writer giving his/her effort to get
every word into pleasure arrangement in writing Practical Hadoop Security but doesn't forget the main place,
giving the reader the hottest along with based confirm resource facts that maybe you can be one among it.
This great information could drawn you into fresh stage of crucial thinking.

Al Fraire:

Your reading sixth sense will not betray you actually, why because this Practical Hadoop Security guide
written by well-known writer whose to say well how to make book that could be understand by anyone who
also read the book. Written within good manner for you, leaking every ideas and publishing skill only for
eliminate your own hunger then you still hesitation Practical Hadoop Security as good book not simply by
the cover but also from the content. This is one e-book that can break don't evaluate book by its include, so
do you still needing an additional sixth sense to pick this kind of!? Oh come on your examining sixth sense
already alerted you so why you have to listening to an additional sixth sense.
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